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Microtargeting Mass Manipulation 
The Final Frontier of Sensory Propaganda 

 
Evolving propaganda technologies allow actors to conduct campaigns using personalized 

messages that contain manipulated audio and video files indistinguishable from authentic sensory 

media. The combination of these technologies will create Computer-Generated Sensory (CGS) 

propaganda, a tool that will enable the release of compelling and specialized messages to target 

audiences. The interplay between varying audience sizes and the persuasive power of these 

messages will drive the progression of CGS propaganda and possibly catalyze the ultimate end of 

credible news and online communication. The U.S. government should pursue public education 

campaigns and encourage news sourcing encryption technologies to counter the immediate threats 

posed by CGS propaganda. 

 

 

Introduction 

 

Over the past year, the United States has experienced a rapid influx of foreign disinformation 

propaganda. 1  These campaigns have ranged from thousands of false messages on political 

candidates to pro-gun messaging in the aftermath of the Marjory Stoneman Douglas High School 

shooting in Florida.2 While the overarching goal of these campaigns has been to sow political 

discord and undermine democracy, major news sources note that “this pattern of divisive 

propaganda is becoming a staple in information warfare fueled by social media…”3  

Modern propaganda is moving beyond bot posts with minimal human intervention that promote 

disinformation and confusion. Soon, actors will be able to use artificial intelligence (AI) to create 

manipulated audio and video files personalized for individual consumers—fake images and sounds 

will be indistinguishable from the recordings of real events. This technology could be used to 

recreate any member of the general public, and messages containing this media could be delivered 

to those most impacted by its content. Propagandists will exploit the public’s reliance on what they 

see and hear at a speed that outpaces news cycles, allowing fake media to significantly influence 

populations before its impact can be corrected. 

These technological advances will produce Computer-Generated Sensory (CGS) propaganda, a 

new and powerful tool for persuading mass audiences. CGS technology will pose serious 

challenges to information security efforts by exposing the public to manipulative AI-powered files 

that will change daily U.S. operations.  

 

 

 

Converging Innovative Tools   
 

“The defining narrative of our online moment concerns the decline of text, and the 

exploding reach and power of audio and video.” 
          -Farhad Manjoo, 20184 
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Propaganda campaigns are rapidly evolving to incorporate personalized messages and realistic 

media indistinguishable from authentic recordings of events. Consequently, actors are 

weaponizing audio and video files through digital manipulation tailored to public consumers.  

 

 

Microtargeting 

 

The process known as microtargeting, which integrates AI systems into computational 

propaganda, allows groups to radically enhance their influence over populations worldwide.5 

Organizations can use consumers’ online identities and browser fingerprints to tailor messages to 

be persuasive or intimidating.6 Once an actor collects the desired data on its target audience, or 

purchases it from another organization, that information is analyzed for strategies to best influence 

that population.7 This strategy formation process is often completed by firms like Cambridge 

Analytica with supercomputing and physio-lingual analysis abilities, which help their customers 

create the manipulative messages released to target audiences.8  

 

Microtargeting has become a more accessible propaganda technique within the last five years due 

to the few restrictions on consumer data and the rising popularity of social media. As a 

consequence, more actors are likely to manipulate public behavior through this data-driven 

propaganda technique.9  

 

 

Motion Capture  

 

Motion capture is the imaging technology used to produce videos of real or generated events 

through the manipulation of existing footage and images. For example, at the University of 

Washington in Seattle’s GRAIL lab, facial manipulation is used, along with animation, to create 

seemingly authentic footage of real people. Sensory technology generates new virtual 

characterizations of people based on past recordings of their individual expressions. Computers 

are trained to break down face patterns into points, and then this imaging technology is used to 

produce the visual perception that a recognizable person or object completed some action that 

never occurred.10 Motion capture thus allows actors to convincingly and quickly alter what a 

person appears to have said or done.11      

 

 

Audio Mimicry 

Similar to motion capture, audio mimicry is used to generate audio files that mimic the sounds 

produced by real people and events. This audio can be edited using prerecorded sounds to string 

together messages never spoken or recorded. One software project, known as Adobe VoCo, allows 

users to edit audio by using prerecorded sounds to string together messages never recorded. 

Essentially Photoshop for audio, VoCo can produce any possible combination of new phrases with 

only 40 minutes of speech from the recorded language of one voice. Although the product is 

currently under development, the technology may be released to the public within the next year.12 
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In the meantime, freelance organizations are already providing audio manipulation services to 

eager clients. For example, CereProc Limited is a vocal synthesis company that creates 

manipulated audio clips of any voice a client requests. This company and others compile speeches 

of celebrities and politicians that are within the public domain and use algorithms based on those 

voices for speech mimicry of other voices.13  

 

 

Computer-Generated Sensory Propaganda  

 

As these technologies converge, a new tool termed here Computer-Generated Sensory (CGS) 

propaganda will allow propagandists to become the ultimate puppeteers of audience information. 

CGS gives actors the ability to create convincing campaigns that exploit the senses, while 

appealing to users’ individual psychological profiles. CGS propaganda will likely be the most 

dangerous information-based threat to online consumers within the next five years.14  

 

China is the most likely actor to develop CGS propaganda within this timeframe, given its recent 

efforts to acquire the technological inputs necessary for CGS campaigns. First, China has increased 

funding for artificial intelligence research that will significantly enhance its ability to collect, 

analyze, and apply data used in microtargeting.15 Additionally, in the summer of 2017, Beijing 

began collecting voice pattern samples of Chinese citizens for a national voice biometric 

database.16 Sophie Richardson, China director for Human Rights Watch, has stated, “the Chinese 

government has been collecting the voice patterns of tens of thousands of people with little 

transparency about the program or laws regulating who can be targeted or how that information is 

going to be used. Authorities can easily misuse that data in a country with a long history of 

unchecked surveillance.”17    

 

China will likely be among the first countries with the capabilities to conduct CGS propaganda, 

but because of the low restrictions placed on consumer data, the threat of its widespread use is only 

likely to grow with time. CGS propaganda presents a new and hazardous challenge by 

manipulating the sensory cues we rely on to determine truth, while also appealing to our distinct 

personalities. If the dangers associated with CGS technology are not addressed soon, the United 

States will become a target of this information warfare, with disastrous consequences.   

 

 

 

CGS Propaganda Opportunities 
 

“The Internet and social media give [our enemies] unparalleled reach and influence that 

old-style propaganda could never match.” 
         -James A. Lewis, 201718 

 

The sector in which CGS propaganda will first be employed is uncertain, but actors are likely to 

pursue three general targets: government, finance, and individuals.  
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Government 

 

CGS propaganda may be used against systems of rule and communities to create conflict, induce 

regime overthrow, and disrupt governmental proceedings.  

 

 Conflict as a viral marketing campaign. CGS propaganda allows actors to influence groups 

in conflict by swaying audiences towards or against violence. An actor could provoke a 

conflict by rallying populations in support of attack or produce inaction by discouraging 

audience participation in a conflict. The propaganda campaigns currently conducted 

alongside the Syrian civil war exemplify how media can be used to influence actor 

involvement in a conflict.19 Bashar al-Assad’s government forces, aided by Russian and 

Iranian allies, have depicted rebels, monolithically, as supporters of the Islamic State 

militant group (ISIS) to erode international support for this group.  

 

 Military coups and regime overthrow. Sub-state actors interested in overthrowing a 

government or conducting a military coup will be able to rapidly broaden their support 

base and gain legitimacy through CGS propaganda. For example, Russia recently released 

propaganda videos to discredit pro-Ukrainian groups and spur conflict, in order to keep a 

politically unstable Ukraine outside of the European Union’s orbit.20 Additionally, hackers 

linked to the government of the United Arab Emirates have been suspected of uploading 

visually manipulated videos to the major Qatari state-run news agency, QNA, in order to 

cause a diplomatic row and create tensions among the Qatari leadership.21  
 

 Disrupting governmental proceedings. AI-powered tools, like CGS propaganda, can target 

governmental proceedings to disrupt the balance of power among and within states.22 In 

addition to Russian involvement in the U.S. presidential election, politicians in many other 

countries have been misleadingly portrayed to cause shifts in political power.23 Recently, 

a Zambian politician was falsely depicted attending controversial meetings in a 

manipulated video, which swayed votes towards his opposition during the election.24 CGS 

propaganda messages will augment the threat of altered audio and videos impacting 

governmental proceedings by delivering this media to groups most sensitive to its content. 

For example, if President Trump sought to further undermine support for the Joint 

Comprehensive Plan of Action, his administration could release fake videos of Iranian 

administrators violating uranium specifications to American allies in order garner support 

for renegotiating the Iran nuclear deal.  
 

 

Finance 

 

CGS propaganda may affect the management of revenue and monetary transactions by 

manipulating consumer interests, inducing market volatility, and disrupting governmental 

financial systems.  

 

 Manipulating consumer interests. CGS technology will change traditional marketing 

techniques by using AI to alter messages as fast as an individual consumer’s preferences 

change. This type of technological change could have been used during the Abercrombie 
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and Fitch scandal in 2013, in which the company’s CEO reportedly said that certain 

segments of the population should not wear the company’s clothes. These leaked 

comments, which have never been verified, caused sales to drop five times over, yet CGS 

messages could have inaccurately validated the controversy and targeted the segments of 

the population the CEO ridiculed.25  

 

 Manipulating market volatility. CGS propaganda could be used to cause sharp swings in 

market prices, even if stories were later proven false. Investors could conduct market 

‘shorting’ practices, or bet against the market, and use CGS propaganda to cause stock 

prices to fall and produce profits.26 In November 2007, Paul S. Berliner emailed 31 traders 

saying that a credit card service provider (ADS) was being acquired for less than its original 

valuation. This rumor spread like wildfire through Wall Street, leading to major drops in 

stock value. Stock prices recovered when ADS announced that the rumor was not true, but 

Berliner shorted the ADS stock and made a profit by buying the stocks during the 

downswing.27 This process could be amplified by CGS propaganda by derailing the stock 

recovery process and confirming Berliner’s false claims.28 

 

 Manipulating or misrepresenting government financial policy. The persuasive power of 

CGS technologies could also target federal banks and officials that manage currency and 

trade agreements. While shorting the market is dangerous because CGS propaganda would 

just need to produce a temporary shock to create profits, lasting governmental financial 

disruption would require widespread and sustained campaigns. However, short- term 

economic shifts are still possible: when meeting minutes from the European Central Bank 

were released expressing concern over a currency overshoot, the Euro briefly sank in 

August 2017.29 CGS propaganda could prolong that downturn indefinitely by lengthening 

the period of uncertainty following the release of inaccurate information.  

 

 

Individuals 

  

The final target of CGS propaganda is individuals. These campaigns will be the most difficult to 

detect, because they could involve any topic and could target any audience.  

 

 Recruitment. Groups—from terrorist organizations to public charities—could promote 

their organizations and gain members through CGS technology. In 2015, misleading 

Planned Parenthood videos containing covertly recorded employee interactions were 

released to encourage pro-life organization membership. The release of these videos not 

only led to increased recruitment for pro-life organizations, but also threatened funding for 

Planned Parenthood and legislation supporting this organization.30  

 

 Incite violence and crime. Propaganda campaigns have often been used to incite violence 

and criminal actions against marginalized people through manipulative hate speech. 

Germany’s acceptance of 1.2 million migrants since 2015 has fueled sensationalist 

propaganda about these immigrants. Stories of criminal and rapist immigrants spread 

across German social media and inspired violent attacks against these communities, which 

would only increase with the use of CGS technology.31  
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 Indoctrination. CGS propaganda will allow actors to indoctrinate populations through 

long-term campaigns. The Kim dictatorship recently has used an indoctrination strategy in 

the 2018 Winter Olympic Games to convince audiences that Pyongyang is a peaceful 

government interested in giving up power through diplomacy. These propaganda messages 

focused on the administration’s use of the games to foster goodwill to persuade the world 

that a nuclear North Korea will be a reliable international player.32 The ultimate goal of 

this campaign was likely to increase support for the regime, but could have unintended 

consequences as audiences are persuaded to support the Democratic People’s Republic of 

Korea. Campaigns, like the messages seen during the Winter Olympics, could be enhanced 

through online CGS platforms. For example, they could show Kim entering fake peaceful 

negotiations. 

 

Overall, the three main targets of CGS propaganda that represent the biggest threat to national 

security are government, finance, and individuals. If unaddressed, CGS technology will 

unpredictably alter how international populations experience information and affect change.  

 

 

 

CGS Propaganda Threat Analysis 

 
The following four time-contingent scenarios are likely to develop in the next five to ten years, 

based on the drivers of CGS propaganda: message efficacy and target audience scale (see Figure 

1). These scenarios predict the future threats from CGS propaganda based on whether actors have 

mastered the microtargeting, audio mimicry, and motion capture elements needed for effective 

CGS campaigns.  

 

Limited Persuasion is the current state of CGS technology and the least threatening, Chatbot 

Takeover is the most extreme state of CGS technology and moderately threatening, and the 

Precision Strike and Mass Effect scenarios are intermediate states of CGS technology and the most 

threatening to the international security community. 
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Figure 1: Computer-Generated Propaganda Threat Analysis 

 

                      
 

Limited Persuasion (low message efficacy - low scale) 

 

Limited Persuasion is the current state of CGS propaganda. Actors that deploy propaganda 

campaigns have not perfected the three elements that lead to effective CGS. For instance, 

propaganda messages might not be convincing because the media is distinguishable from authentic 

recordings. Limited Persuasion campaigns could also contain messages with perfect media 

manipulation, but that are poorly personalized for their audience or target the wrong audience. 

Limited Persuasion may persist until actors improve their propaganda skills. Some individuals may 

be impacted by these campaigns—and thus Limited Persuasion represents a moderate threat to 

national security. That said, Limited Persuasion is the least threatening of the scenarios because of 

its comparatively low rate of influence over target populations. 

 

 

Chatbot Takeover (low message efficacy – high scale)  

 

The Chatbot Takeover scenario includes machine-driven communication tools created for use in 

computational propaganda.33 In this scenario, the CGS propaganda process is automated in the 

form of AI-powered robots, known as chatbots, which interact with online users. They 

communicate through text, voice, or video and are indistinguishable from talking to a human being. 

These chatbots will be able to mimic human emotions convincingly and exhibit those sentiments 

that resonate with an individual’s personality and emotional state. As these AI-systems learn, they 

will be able to craft messages that have the greatest influence on users. Over time, Chatbots will 

compare what worked on target audiences with similar characteristics, and use those effective 

messages on similar populations around the world.  

 



9 
 

Chatbot Takeover maximizes the unreliability of sensory-based media through the perfection of 

effective CGS technology. Although this scenario will be the most difficult to achieve in the near 

future, it may pose a significant threat to national security when populations are initially exposed 

to its technology. However, for CGS propaganda to realize this scenario, chatbots must be 

widespread online and sustained, thereby giving the public time to recognize their influence, 

diminishing their impact.34  

 

 

Precision Strike (high message efficacy – low scale) 

 

This scenario is one of two “intermediary” stages between our current situation, Limited 

Persuasion, and the most extreme state of CGS technology, Chatbot Takeover. However, neither 

Precision Strike nor Mass Effect are guaranteed to occur before the onset of Chatbot Takeover.  

 

Precision Strike is a scenario in which smaller subsets of the population are targeted through CGS 

propaganda that is not automated by robots. In this scenario, actors have perfected the 

indistinguishable quality of recreated media and effectively specialized messages for a small 

subset of the population. Precision Strike is unique for its first strike advantage or surprise factor, 

its contained and sudden impact, and the enormous threat it poses to the international security 

community.  

 

 

Mass Effect (high message efficacy – high scale) 

 

Mass Effect includes the same persuasive propaganda campaigns as Precision Strike, but targeted 

at larger populations. Therefore, Mass Effect could have the immediate and widespread impact 

that Precision Strike lacks. This scenario is also one of the most dangerous, because once an actor 

reaches this scenario, it has significant control over any population size. 

 

Altogether, the four scenarios (Limited Persuasion, Chatbot Takeover, Precision Strike, and Mass 

Effect) present distinct threats to the international security community that must be included in 

policy decisions surrounding CGS technology. The Precision Strike and Mass Effect scenarios are 

intermediate states of CGS technology and the most threatening to the international security 

community for their sudden, encompassing impact on society. 

 

 

 

Current Policy Recommendations 

“This isn’t about re-litigating the 2016 U.S. presidential election. This isn’t about who won or 

lost. This is about national security. This is about corporate responsibility. And this is about the 

deliberate and multifaceted manipulation of the American people by agents of a hostile foreign 

power.” 

-Senator Richard Burr, 201735 
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The scale and capacities of microtargeting have flown under the radar until recent controversies 

surrounding Brexit and the outcome of the 2016 U.S. presidential election.36 In the last nine 

months, there has been a sudden influx of proposals to put restrictions on public access to personal 

information and changes to U.S. security measures to counter foreign propaganda.  

 

The current U.S. administration has not prioritized defense of the “information” domain and often 

discounts investing in counter-cyber technology, because it may be outdated by the time the 

government could field it.37  Yet, the U.S. government and the private sector have a unique 

opportunity to wrest some control of CGS propaganda before it reaches its inevitable potential. If 

U.S. policymakers do not address the threats posed by CGS propaganda, public operations and the 

American public will be extremely vulnerable to foreign influence. 

 

 

Current Policy Responses 

  

In many cases of AI-driven propaganda, policy responses from governments and private 

organizations have been, and remain, woefully inadequate and reactionary. In the 2017 French 

elections, Emmanuel Macron won in large part because of Russian hacking and false allegations 

directed towards his opponents in Russian-sponsored news outlets.38 Other European governments 

have also lacked the technological capabilities to respond to these threats. The European Union’s 

East Stratcom Task Force in Brussels currently relies on hundreds of volunteer academics and 

journalists to verify published news stories. 39   Governments like Germany, are endorsing 

legislation that imposes steep fines on social media platforms that fail to remove posts that mimic 

“hate speech” or propaganda. Yet, the German government and social media platforms lack 

policies to prevent these campaigns before they occur.40  

 

While the United States has made some improvements in disinformation security, the U.S. 

government and private organizations still struggle to keep abreast of international propaganda 

campaigns. The Broadcasting Board of Governors, the primary U.S. agency responsible for 

reviewing public disinformation, does not have preventative policies for AI-powered propaganda. 

This organization also does not coordinate with technology companies and social media giants that 

the American public often turns to for information.41 The BBG relies on its major components like 

Voice of America to hold foreign governments accountable for propaganda releases. 42 

Organizations, like Voice of America, verify information distributed by journalists and content 

released by government officials, government-sponsored media, and other high profile 

individuals.43 While these groups are multi-media, non-partisan international broadcasters that 

help provide accurate news to audiences with limited press freedoms, their strategies are reactive 

and are limited to large stories from accredited institutions and individuals. 

  

The response by private industry to these propaganda campaigns similarly requires improvement. 

Companies like Facebook have attempted to flag articles as possible “fake news,” but these 

indicators have increased traffic to those stories.44 Other flags called “trust indicators” are subtle 

icons on social media posts that indicate that stories may include false information. Only a select 

group of publishers, however, have access to this tool which evaluates articles’ sources.45  
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While the U.S. government should address these developing threats, they are only part of the 

conversation about how to effectively respond to CGS propaganda. The technology sector will 

also need to alter news and media releases to counteract the threat from the disinformation and 

manipulative online content produced by CGS.  

 

 

Current Policy Recommendations 

 

The current policy recommendations on improving responses to microtargeting and sensory-based 

propaganda fall into the following four categories.  

 

 Independent government commissions. The U.S. Congress could authorize the creation of 

new independent agencies responsible for “coordinating U.S. government efforts to 

counter information warfare.”46 In practice this would mean authorizing the Department of 

Homeland Security to create independent commissions on data privacy and information 

security, as well as disinformation, to draft new legislation protecting the American public 

from unrestricted access to their consumer data. 

 

 Privacy legislation. The Privacy Act could be amended to outline explicit measures to 

combat foreign computational propaganda. The Center for a New American Security 

argues that new regulations should be instituted that “balance privacy concerns with the 

need to make data available for AI innovation.” The United States may be able to mitigate 

the effects of CGS propaganda by considering data a strategic resource and pursuing the 

talent needed to study the capabilities of AI technology.47 Additionally, the United States 

is still one of the only advanced economy countries without comprehensive privacy 

legislation. The U.S. government will need to stem the flow of online information and 

discontinue a hands-off approach to digital marketing operations in order to regulate CGS 

propaganda releases in the near future.48 While comprehensive privacy legislation may 

help limit access to CGS components, other tactics must be pursued to stop the actors who 

already have access to this technology.     

 

 Developing AI-enhanced tools. The Defense Department and Intelligence Community may 

need to develop “AI-enhanced, machine-driven communications tools for use during 

armed conflicts, and as a deterrent against adversaries during peacetime.”49 However, these 

countermeasures against microtargeting technologies could produce an arms race as seen 

in most areas of cybersecurity: propagandists will develop more sophisticated tools to 

target audiences as security measures develop to prevent them. However, since data is not 

evenly distributed worldwide and the type of talent needed to study microtargeting is 

scarce, countries that gain the know-how first may get ahead of the information warfare 

curve. Although these analysts mention it may prove difficult for the U.S. to have a 

monopoly on any form of tech for long, America must develop these tools now in order to 

be in a better position to compete politically and militarily as microtargeting develops.50 

 

 Education through technology. New information campaigns may be introduced to educate 

the public on these manipulative technologies. The Council on Foreign Relations suggests 

using the algorithmic tools used to create propaganda and repurposing them to support 
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democracy and increase civic engagement. They propose the use of microtargeting itself 

to educate the population on how they are manipulated during elections through 

microtargeting and increase awareness of the impact AI technology has on their 

information availability.51  

 

While these policy recommendations may address some U.S. vulnerabilities to sensory-based 

propaganda, these strategies do not provide options to policymakers that fully address the threat 

of CGS technology, especially in the private sector.   

 

 

 

Additional Strategies to Fight CGS Propaganda 

 
“Our best defense against hostile influence, whatever its vector, is to invest in critical 

thinking skills at all levels of the population so that outlandish claims are seen for what 

they truly are: emotional exploitation for political or monetary gain.” 
          -Nina Jankowicz, 201852 

 
The largest drawback to current strategies surrounding CGS propaganda is the current focus on 

the Chatbot Takeover future. Previous policy recommendations focus on creating privacy 

regulations and AI-weapons to deter and attack chatbot-like technology, but neglect the possibility 

of using machine-driven communication tools to moderate the threat of all CGS technology. 

 

The United States should develop education campaigns and encryption tracing technologies 

alongside any privacy changes or AI-enhanced weapons the government pursues. Specifically, the 

U.S. government should release CGS campaigns directed at the American public, while the private 

sector develops technological tools to monitor CGS technology. If the U.S. government develops 

machine-driven technologies automated as education tools, and not solely as chatbot-like weapons, 

they will be less dangerous in a full-scale release. The U.S. government and private sector will 

have prepared the American public for the threat of new sensory-based technology.  

 

Through these strategies, U.S. policymakers will develop the tools to moderate sudden CGS 

releases and thus avoid provoking a quicker and unruly transition to Chatbot Takeover. 

Additionally, the policy community could manage the threat from CGS propaganda as seen in 

Precision Strike, Mass Effect, and Limited Persuasion scenarios by developing tools that address 

public manipulation at all stages of CGS technology. 

 

 

Computer-Generated Education Campaigns 

 

If the U.S. government and organizations like Frontline attempted public CGS releases that 

educate the public on the technology itself, the population would be less susceptible to more 

dangerous propaganda campaigns, regardless of scale.53 Through this method, regardless of which 

actors develop CGS propaganda and for what purpose, the public would be better armed with 

knowledge about the tools used in CGS operations.54 Education campaigns on disinformation and 

fake news should be spearheaded by a non-governmental entity, which would avoid the perception 



13 
 

of state-sponsored propaganda or educational programs that preference special interests. 55 

However, the U.S. government should simultaneously release these education campaigns along 

with private organizations to reach more citizens and assist in the technology literacy process. 

 

European governments and private organizations are currently pursuing tech-driven education 

campaigns that the United States should adapt for CGS propaganda purposes. The Finnish 

government has begun public media literacy education to increase civic awareness of information 

manipulation.56 Sweden also recently launched a nationwide school program to teach students to 

identify Russian propaganda, while the Defense Ministry finds and counters propaganda 

campaigns.57 Other pilot media literacy projects have sprung up through organizations such as 

IREX, a Washington-based NGO that created the “Learn to Discern” curriculum, which helps 

citizens detect misinformation and propaganda. 58  StopFake, a Ukrainian fact-checking 

organization, has also begun developing public curricula and information campaigns focused on 

increasing consumers’ ability to recognize emotional manipulation from bots, savvy advertisers, 

profit-motivated publications, and international propagandists.59 These private sector groups are 

not supported by government agencies, but still verify information, raise media literacy, and aim 

to establish red lines between journalism and propaganda.  

 

 

Algorithmic News Sourcing Systems 

 

The United States should develop online markers for CGS messages, which identify the sources 

of online information. Decentralized ledger systems, like blockchain, could accomplish this task 

because they are inexpensive, manageable, scalable transaction verification systems that can be 

redesigned for use outside of financial markets.60 These systems do not require a centralized 

administrator and use data on everything from identity information to digital rights to verify 

networks and identities. Source verifications could even include chip and sensory technologies 

that translate data from real-time automated sounds and movements to the verification networks.61 

A news organization could use these sensors when filming interviews or current events and verify 

that this media was not manipulated and came from an authentic input. These additions would also 

keep public officials from claiming all recordings of them are products of CGS technology.   

 

The primary advantage of using a blockchain-like system is that it would “resolve the problems of 

disclosure and accountability between individuals and organizations whose interests might not be 

the same.”62 Actors would gain credibility on social media platforms when their networks and 

sources of information are confirmed by the encryption systems. Over time, audiences will be 

more likely to direct their attention to sources they trust, rather than fake news supplied by 

suspicious organizations. However, these systems should not diminish news diversity; the data 

added to online content would not promote stories, but rather indicate who provided the content 

and sensory inputs that created the information release.  

 

American private companies should provide basic functionality for these algorithmic news tracing 

systems without full centralization, a model adopted in the UK and Estonian financial sectors.63 

By keeping these information encryption systems mostly decentralized, consortiums of companies 

or other groups that limit access to public information would not easily arise.64 Additionally, online 

content would not be verified for validity or removed by the platform organizations. Otherwise 
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private actors could infringe upon free speech, which occurs in China, North Korea, Iran, and other 

countries where state-sponsored companies limit access to commercial content.65 If companies 

with incentives to protect their business environments, like Facebook or Google, introduce these 

encryption systems they could address CGS propaganda faster and more effectively. Blockchain-

based applications are currently being developed at research universities, and with more resources, 

these prototypes could be added to public news sources.66 

    

Alongside these two proposals, the United States should pursue the general privacy improvements 

and AI-weapons discussed above. Counterintelligence programs that analyze and remove public 

information must also protect the American people before they are inundated with the emotion-

evoking images, videos, and messages that will sway them towards action.67 Together, these 

policies will amount to a progressive and holistic national security strategy to counter CGS 

propaganda. If Washington does not pursue these policies, the United States is more likely to 

experience conflict, the reorganization of financial markets, threats to public safety, and 

unpredictable changes to U.S. daily life. 

 

 

 

Conclusion 

 

CGS propaganda is a new and powerful tool to influence mass audiences, but it also poses a 

significant danger to international peace. CGS propaganda is the product of three messaging tools: 

microtargeting, audio mimicry, and motion capture. Additionally, the three targets most vulnerable 

to CGS technology include the government, the financial sector, and individuals. The interplay 

between target audience scale and message efficacy will determine the future of CGS propaganda 

and lead the United States out of a Limited Persuasion scenario to more threatening Precision 

Strike, Mass Effect, and Chatbot Takeover scenarios.  

 

Current U.S. responses and proposals to address CGS technology do not provide active or 

preemptive solutions to this dangerous propaganda. If Washington and the private sector adopt 

education campaigns and information encryption tracing systems, the United States will be armed 

with a cohesive national security strategy to combat this developing threat.  

 

By investing in expertise surrounding these technologies, the U.S. government will protect the 

American public from the emotional exploitation of this new technology. CGS propaganda may 

catalyze the end of credible news and online communication and studying the vulnerabilities 

associated with its use crucial to deterring explosive propaganda campaigns on populations 

worldwide.  

1 Disinformation propaganda campaigns are a serious issue faced by many countries worldwide and examples of 

their occurrence are cited throughout this paper.  
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shootings in Las Vegas and Texas. These bots weigh in on attention-grabbing news events, but seize on shootings 

particularly. The end goal of these bots is to amplify the loudest voices in a controversy in a fight to deepen 

divisions, but not win one side of a debate.  
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