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Double Helix, Dual-Use
Securing Synthetic Biological Laboratories

The rapid growth of gene-editing technology, combined with lapses in laboratory safety, risks
exposing people to viruses that standard protocols cannot contain and vaccines cannot fight. The
potential proliferation of genetically modified viruses requires the United States to secure
domestic and foreign laboratories that have access to both pathogens and gene-editing
technology, thereby applying its knowledge of securing nuclear and biological weapons to
address this new challenge. By physically securing laboratories and standardizing laboratory
safety training, the United States can preempt deadly pandemics.

Introduction

The combination of gene-editing technology and dangerous pathogens could spur international
pandemics. This threat looms larger as gene-editing technology proliferates, because the misuse
of dual-use techniques will grow.' Expanding the Nunn-Lugar Global Program is a first step to
mitigating the risk of pathogen-editing. The Program can physically secure laboratories and
standardize laboratory safety protocols to prevent an accidental or intentional security breach. By
securing laboratories that contain gene-editing technology and pathogens, the security threat is
addressed, while allowing private individuals and educational institutions continued access to
beneficial gene-editing technology.

Gene Editing Technology: A Proliferation Problem

“You’ve got Fortune 50 companies fighting with start-ups fighting with universities. That
almost never happens. But with CRISPR, the range of potential uses is so huge — everybody

wants in."’
— Rodolphe Barrangou, Biologist at North Carolina State University, 20157

Pathogen-splicing projects will continue to grow as technology becomes more affordable and
accessible. One popular virus-editing technology is CRISPR-Cas9, because it is accurate, low
cost, and easy to use. CRISPR, as a result, has become ubiquitous within synthetic biological
research.’

Investment-growth field

The global CRISPR-Cas9 market is projected to be worth more than $1.5 billion by 2022.* The
United States, therefore, will likely see an increase in dual-use research projects both
domestically and abroad.



» Utility of CRISPR-Cas9. CRISPR allows scientists to identify and cut the region of a
pathogen that they wish to alter.’ The ability to edit the genome at any site lets CRISPR
rewrite entire genes, changing the functions of the cells themselves. CRISPR has become
so indispensable that scientists use CRISPR-modified genomes to treat aggressive cancers.
In November 2016, scientists at Sichuan University used CRISPR to edit a human genome
that was later inserted back in a patient suffering from lung cancer.’

* Accessibility of pathogen-editing technology. Gene-editing technology will continue to
proliferate and become more affordable, decreasing barriers to entry. Private companies
now are providing gene-editing technology online at low costs, increasing access. Because
of the rise in accessibility, non-scientists can now use this technology outside of labs and
without supervision.”

* Gene-editing proliferation. Gene-editing technology will continue to proliferate because
of its range of uses in different fields of research. As CRISPR and similar technologies
become more widely available, scientists produce modified viruses in laboratories. The
number of amateur scientists working with the gene-editing technology will also increase.”
For example, undergraduate students at the University of Colorado-Denver use CRISPR in
Molecular Biology class to edit the genomes of cells, and high school students worldwide
used CRISPR as part of an annual synthetic biology competition.” While the techniques
and expertise needed to create a deadly virus using CRISPR are beyond the capabilities of
a lay biologist, the proliferation of CRISPR increases the likelihood that the technology
will fall into the wrong hands."

The proliferation of gene-editing technology alone does not pose a serious threat to American
security.'' The security threat arises when gene-editing technology is combined with dangerous
pathogens in poorly secured laboratories. The more gene-editing technology becomes available,
an accidental security lapse becomes increasingly likely.

Splicing Pathogens: A Security Threat

Pathogen-editing technology, combined with access to pathogens, poses serious threats to the
United States’ domestic and transnational security interests.

* Poor laboratory procedures. Procedural failures in U.S. laboratories pose a serious threat
to the American public.'” Between 2003 and 2015, investigators at the U.S. Government
Accountability Office (GAO) found that 21 labs had failed to report laboratory incidents
involving highly dangerous pathogens.”> A few of these incidents related to incomplete
inactivation of pathogens that pose a severe threat to human health.'* If these inactivated
viruses are sent between laboratories, anyone involved in their transportation could have
been infected without their knowledge."> Currently, no vaccines exist to protect the public
against modified pathogens. The unknown effects of modified pathogens on humans
suggest that traditional pandemic protocols will not work.'®



* Genetically modified pathogens. Gene-editing technology allows scientists to transform
previously treatable strains of bacteria into deadlier, antibiotic-resistant strains. On January
15, 2017, American news outlets reported that a woman in her seventies died from a
bacteria resistant to the 26 antibiotics currently available in the United States.'” American
health officials warn that this incident will happen again. The risk of antibiotic resistance
would have been even greater if the infection had involved a genetically modified bacteria
that would certainly have been resistant to all antibiotics. Antibiotics are the United States’
first and last defense against bacterial infection, making prevention of a laboratory security
breach the United States’ only option.

* Deadlier pandemics. There is growing interest in research that focuses on genetically
modifying diseases to understand how pathogens could evolve in the future. Scientists are
modifying H5N1 to make the virus airborne and transmissible between humans; this
practice allows a epidemiologists to predict how future H5SN1 outbreaks could affect
human health. Epidemiologists hypothesize that a pandemic version of avian flu (HSN1)
has a 60 percent case fatality rate.'® Thus, a modified strain of H5N1 has the potential to
kill over half of the world’s population.'® Importantly, the United States does not have any
vaccines, medication, or public health protocols to control a pandemic resulting from such
an edited virus.”

* Damaging the food supply. Scientists are modifying pathogens that can be used to target
crops or animals. If a modified pathogen is introduced into the food system, the United
States would not be able to control the spread of the disease within the agricultural
industry. Should a modified pathogen be used to infect a livestock population, the agent
would cause higher death rates among animals, and the pathogen could potentially infect
human consumers. In 2010, for example, an accidental release of anthrax spores from a
Ugandan laboratory infected the local hippopotamus population. This outbreak led to the
deaths of four people who consumed the infected meat.”!

The domestic and international threats from modified pathogens must be addressed. The current
policy framework, however, is insufficient and requires clearer laboratory security standards for
physical security and personnel training.

Current Policy: A Focus on Biological Weapons

“We can’t wait for the bugs to spread.”
—Senator Richard Lugar, 2010%

Current policy on pathogens and gene-editing research focuses on the potential weaponization of
biological research. These policies are an ineffective patchwork of consensus-based export
control agreements and weakly-enforced biological weapons treaties.



Patchwork of international policies

The current approach to managing pathogens is a patchwork of international policies. Chief
among these policies are the Wassenaar Arrangement and the Biological Weapons Convention
(BWC). The Wassenaar Arrangement manages export controls, while the BWC monitors
production and stockpiling of biological agents and focuses on countering threats from state and
non-state actors trying to develop or use a biological weapon.*

* [Informal export control arrangements. The Wassenaar Arrangement functions as an
export control group for dual-use technology among 41 countries predominantly located
in North America and Europe.>* This non-binding, voluntary arrangement monitors the
transfer of dual-use goods and technologies to non-Wassenaar members, ensuring no
single state accumulates dual-use technology. Enforcement and monitoring of
commitments is costly. Due to the Arrangement’s informal nature, enforcement is not a
priority. Wassenaar thus fails to address the security threat of gene-editing technology
paired with access to naturally occurring pathogens.

* [Ineffective agreements with weak verification. The Biological Weapons Convention is
the first multilateral treaty that prohibits the “development, production and stockpiling of
weapons of mass destruction.” While a more robust alternative to the Wassenaar
Agreement, the BWC lacks a thorough verification mechanism for monitoring state
compliance with the treaty.”® The weaknesses of the Convention’s framework and its
failure to address pathogen-editing research conducted in laboratories renders the BWC
an incomplete policy to address current biosecurity threats.”’

The existing policies that manage biological agents are informal and difficult to enforce. These
policies do not address the proliferation of gene-editing technology and pathogen access. Future
approaches must recognize these threats and work to prevent the release of modified pathogens.

The United States: The Silver Standard for Laboratory Security

The United States currently represents the best model for laboratory security as it publicly
reports facility breaches. While accidents can go unreported, greater transparency offers the
potential to improve upon existing standards to decrease future security failures.

* Reporting failures. There is no official international ranking of countries with the best
laboratory security. Many governments refuse to disclose major lapses and, in some cases,
any lapses in laboratory security. Without government recognition of security breaches,
these failures are not subject to public scrutiny that could produce improved laboratory
security. The United States, however, has a record of acknowledging failures in laboratory
security and working towards improvements.*®

* A Need for Better Standards and Training. While the United States sets the silver standard
in laboratory security, there are still shortcomings. Many accidents result from
complacency within these laboratories, which is due to a lack of centralized oversight from



the federal government. However, reports on U.S. laboratory security breaches and plans to
remedy them are steps yet to be taken globally.”” CDC laboratory technicians and scientific
researchers never handled pathogens during training and only came into contact with
dangerous substances when they first stepped into the lab.’® Training is underemphasized
within major health research organizations, like the Center for Disease Control (CDC).
Former CDC employees have criticized the federal organization for a fragmented training
program that is primarily conducted online.”'

The lack of international laboratory security standards points to the need for a gold standard in
laboratory safety. While the U.S. system is imperfect, “laboratory security” in many countries
consists of padlocked fridges.’* The United States can use its experience in laboratory security to
help standardize global physical security and laboratory training protocols.

Pandemic Prevention: Nunn-Lugar Revisited

The lack of global standards for laboratory security means that an accidental or intentional
release of a modified pathogen from a laboratory would have serious international health
implications. The following recommendations represent the first steps to curb the threat of
modified pathogens stored in poorly secured labs worldwide. Nunn-Lugar Global Program is the
best means of delivering laboratory security and standardized training to biotechnology facilities.
It provides a framework for bilateral partnerships through which Nunn-Lugar could expand its
current framework to physically secure laboratories and standardize laboratory safety training.

Building on Nunn-Lugar Global Program

Recent increases in Nunn-Lugar Global Program’s budget for biological threat reduction via the
Cooperative Biological Engagement (CBE) program demonstrate a pre-existing commitment
within Nunn-Lugar to biological threat reduction.”> The proposed upgrades to the Nunn-Lugar
Global Program further strengthen the program’s historically successful operations.

* Securing Soviet loose nukes. Senators Sam Nunn and Richard Lugar originally created the
Nunn-Lugar Global Program to counter the threat from “loose nukes” in the Soviet
Republics following the disintegration of the former Soviet Union (FSU).** Specifically,
the senators feared that Ukraine, Kazakhstan, and Belarus would become safe havens for
terrorists who could access unsecured nuclear weapons. These terrorists could take
advantage of the fluid security environment to use nuclear weapons for attacks inside and
outside the FSU.»

The Nunn-Lugar Global Program successfully dismantled the nuclear capabilities of
Ukraine, Kazakhstan, and Belarus. The program retrofitted biological weapons laboratories
in the FSU with enhanced physical security measures to prevent dangerous actors from
accessing weapons laboratories.’® In addition to physically securing former weapons



facilities, the Nunn-Lugar Global Program retrained Soviet nuclear weapons scientists to
use their knowledge for peaceful purposes.’’

* Securing Weapons of Mass Destruction outside of the Former Soviet Union. In 2003,
Congress passed the Nunn-Lugar Expansion Act enabling the Nunn-Lugar Global Program
to partner on a bilateral basis with states outside of the FSU to secure nuclear, biological,
and chemical materials.”® Nunn-Lugar Global Program’s successful adaptation to counter
emerging nuclear, biological, and chemical threats in the early 2000s demonstrates the
program’s suitability for further expansion. It could expand to include the areas of
laboratory safety, dual-use research, and pathogen-editing technology.

* Mitigating Biological Threats. The Cooperative Biological Engagement Program (CBE),
established through Nunn-Lugar, works bilaterally with partner countries to mitigate
biological threats. Specifically, the CBE addresses biosecurity threats of select traditional
agents and potentially pandemic pathogens.”” CBE works with partner countries to improve
the biosafety and security of laboratories working with select agents.*’ Recently, the United
States partnered with the Philippines, Indonesia, and Thailand to secure biological research
facilities. These successful partnerships indicate the growing demand for securing
laboratories conducting biological research and an increased U.S. commitment to achieve
this objective.” In addition to its work in Asia and the Middle East, the Nunn-Lugar
Global Program is working with CBE in Uganda and Kenya to improve biosecurity in the
face of regional terror threats.*

The Nunn-Lugar Global Program’s prior experience enhancing security within the former Soviet
Union, and more recently in East Africa and Southeast Asia, demonstrates its capacity to secure
facilities conducting pathogen-editing research.

Nunn-Lugar Global Program Revisited

“With nuclear weapons you’d think you would stop after killing 100 million. Smallpox won’t
stop. Because the population is naive, and there are no real preparations. That, if it got out and

spread, would be a larger number [of deaths].”
— Bill Gates, 2017%

Nunn-Lugar’s CBE program could be extended to physically secure laboratories and standardize
laboratory safety training with partner countries. The expanded program could prevent accidental
or intentional security breaches that could result in deadlier pandemics.

Recommendation 1: Physically secure laboratories

A necessary first step to prevent the release of a pandemic pathogen is to physically secure
government laboratories within Nunn-Lugar Global Program partner countries. Securing these
government laboratories is essential to mitigating the possibility of biological agents
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intentionally or accidentally exiting regulated spaces.** Once these facilities are physically
secured, the United States could pass on the majority of maintenance costs to the partner
country.” The proposed policy would not alter the budget of the Nunn-Lugar Global Program
itself. Rather, it would require the CBE program to adjust its program budget in order to
implement vital prevention measures.

Past criticism has targeted the use of nuclear models to secure biological weapons. This criticism
is due to fundamental differences between nuclear and biological material, both in terms of
availability and usage.*’ Biological materials are more readily available and less regulated than
nuclear materials.*® Their wide availability makes controlling access to such materials for
weapons purposes difficult.*” However, extensive tacit knowledge is required to build a usable
biological weapon. Policy emphasis should be placed on securing government laboratories that
conduct gene-modification research using pathogens, rather than emphasizing the accessible
nature of biological material as the main issue. As gene-editing technology proliferates, and
modification techniques simplify to the point that tacit knowledge is no longer a barrier,
controlling access to biological material may become a security concern which policies twenty
years from now should address.

Future policy in the next decade requires expanding physical security and standardized training
protocols to civilian laboratories. Expansion to civilian laboratories will require cooperation
among foreign and domestic actors in order to effectively target these laboratories. Future
policymaking will be necessary to secure civilian laboratories in addition to the government-run
laboratories that the expanded Nunn-Lugar program targets.

Recommendation 2: Standardize laboratory personnel training

An expanded Nunn-Lugar Global Program could provide standardized, in-person training to
scientists working in laboratories capable of editing viruses.” Standardization reduces the need
for continued education and increases the efficiency of training and personnel management
within laboratories.”'

The standardized Nunn-Lugar Global Program training program could work within domestic and
foreign laboratories to provide uniform in-person training, reducing the probability of a security
breach. Nunn-Lugar Global Program’s success in both physically securing facilities and training
former weapons scientists demonstrates that it is the best vehicle for standardizing laboratory
training in synthetic biology laboratories.

The United States could provide both on-site training and publish security standards and
laboratory manuals for Nunn-Lugar partner countries. Laboratory workers trained through the
expanded Nunn-Lugar training program can later train new employees using the standardized
protocols developed in the manuals. This training framework creates an enduring and cost-
effective standardized training program.



Conclusion

Gene-splicing technology is moving beyond the walls of controlled laboratory environments into
private, unregulated spaces. CRISPR will become more accessible to the average individual with
a few hundred dollars to spend. CRISPR’s accessibility to non-scientists, however, poses little
threat to U.S. security. The potential for a catastrophic event, however, soars as biological
laboratories obtain both gene-editing technology and pathogens. In the face of weak domestic
and international lab security, the United States could physically secure laboratories in order to
prevent accidental or intentional releases of genetically modified pathogens.

The Nunn-Lugar Global Program could be expanded to physically secure synthetic biological
laboratories and implement standardized laboratory training protocols. The Nunn-Lugar Global
Program has the requisite experience to secure existing laboratories and train scientists in
standardized protocols. The proposed expansion to the Program requires an upfront financial
investment for physically securing laboratories and providing standardized in-person training.
Following the initial cost, ongoing security and training efforts can be left to the partner
laboratory, freeing the United States of additional or unforeseen costs.

The expanded Nunn-Lugar Global Program is the United States’ best and least costly option for
preventing the accidental or intentional misuse of genetically-modified viruses. Biological
warfare may be inevitable by 2035, and the United States can never be too early or too prepared
to prevent a possible attack.” The only way for the United States to guard against a pandemic of
epic proportions is to prepare for it today; these preparations begin with an upgraded Nunn-
Lugar Global Program.
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