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The Death of Public Protest
Directed-Energy Weapons and Their Hidden Consequences

Advancements in nonlethal directed-energy weapons (N-DEWs) significantly increase American
military capability. However, oppressive governments that possess this technology will become
highly resistant to domestic opposition. As democratic movements lose the ability to challenge
illiberal regimes, a global rollback of democracy could ensue. The efficacy of these weapons,
coupled with the lack of international governance, makes proliferation inevitable. The United
States should enact a multilateral arms-control regime to limit the spread of N-DEWs. At the
same time, Washington should create and propagate standards for the appropriate use of these
weapons.

Introduction

No sensible decision can be made any longer without taking into account not only the
world as it is, but the world as it will be.

— Isaac Asimov, 1978!

For 40 years, the U.S. defense community has forecasted the “imminent” arrival of directed-
energy weapons (DEWs).? In the last decade, advancements in defense technology have finally
delivered on those predictions. The military is in the process of fielding both lasers and other
directed energy weapons.’ These weapons are no longer wishful thinking, but will soon be real
tools on the battlefield. Yet not all DEWs are created equal. Due to their high potential for abuse,
the United States must treat nonlethal DEWs (N-DEWs) differently than lethal DEWs.* N-
DEWs, such as Active Denial Technology, are highly effective tools for crowd control.” These
weapons can easily disperse public gatherings without causing injury. With N-DEWs,
governments will gain unprecedented power to limit public protest.

The foreign policy and defense communities have not accounted for this political outcome, and
so have not fully analyzed the true cost of these weapons for global democracy. To prevent the
silencing of popular movements around the world, Washington should set global standards for
the use of N-DEWs. And it should construct and lead an international effort to limit N-DEW
proliferation.



Directed-Energy Weapons and Their Problems

Few weapons have held as much promise — and failed to live up to that promise — as
directed-energy weapons.

— Jason D. Ellis, 2015°

DEWs offer significant benefits to the U.S. military. Laser weapons allow warships to destroy
targets at a distance, with practically infinite ammunition. The emerging Vigilant Eagle system
will allow airports and other installations to defend themselves against incoming projectiles. The
advantages of these weapons are clear, but they come with hidden costs. With DEWs come N-
DEWs, a highly effective class of nonlethal weapon. Given the modest technological
sophistication of N-DEWs, they will likely proliferate to developing nations, which often feature
fragile institutions and repressive governments. In the absence of nonproliferation efforts, many
regimes may possess these weapons by 2025.” While lethal DEWs serve to enhance our own
military capability without posing additional problems for global civil society, N-DEWs
challenge people’s ability to publicly assemble, a basic right in the United States and a major
tool for democratic movements.

Figure 1: Classification of DEWs
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Lethal DEWs

Lethal DEWs focus electromagnetic energy to destroy targets, usually incoming projectiles or
enemy vehicles. These weapons function much the same as conventional weapons, but with
some added benefits, such as lower cost. Additionally, lethal DEWs pose no greater threat to
global civil society than traditional weapons.

* Laser weapons. Until the last decade, laser weapons systems relied primarily on chemical
lasers. Chemical lasers produce highly destructive beams, which can be projected over
sizeable distances. Yet the Pentagon has refrained from fielding chemical lasers because
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the chemical mixtures involved are highly unstable, and such lasers are limited in the
number of targets that can be engaged before the chemicals need to be replaced.®
Electric-based lasers do not use chemicals, but emit beams generated from electrical
current. With sufficient electrical generators, these lasers have practically endless
ammunition magazines. And no risk comes from the fuel source of electrical lasers. The
U.S. Navy fielded its first electrical laser, the Laser Weapons System (LaWS), on the
USS Ponce in 2014. Trials are ongoing, but overall evaluations have been positive.’

* FEmerging microwave weapons. Several microwave weapons are currently under
development and are scheduled to be fielded in the near future. Vigilant Eagle is an
airport missile-defense system, which uses microwave radiation to jam anti-aircraft
weapons.'® The Bofors High-Powered Microwave Blackout weapons system acts as a
directed electromagnetic pulse, destroying all electronic devices and components in a

narrow arca. 1

Nonlethal DEWs

N-DEWs target people instead of incoming missiles, vehicles, or fixed targets. The U.S. military
has developed and deployed an N-DEW called the Active Denial System (ADS), one weapon
under the broader program of Active Denial Technologies (ADT).'"> ADS generates millimeter-
wave radiation that penetrates a very thin layer of skin, causing a burning sensation and forcing
the target to flee involuntarily from the weapon’s beam."> Once targets vacate the beam’s path,
the pain disappears. Damage is minimal-to-nonexistent.'* No one has yet withstood more than a
few seconds in the beam."> Other ADT weapons achieve the same effect, but have been made
smaller and more portable than the first version of ADS.'® The current version is the Solid State
Active Denial Technology (SS-ADT) and has been miniaturized to be mounted on an array of
military vehicles."”

The technology behind ADT is relatively unsophisticated and does not require a high degree of
technological capability to develop. ADT uses millimeter-wave radiation to superheat the first
layer of skin cells.'® The same technology powers airport body scanners, which operate at much
lower intensity."” There also has been some effort to sell ADT on the international market. Until
recently Raytheon, for example, marketed a system known as the Silent Guardian.”

Potential for N-DEW Abuse

Without question, there is an ominous side to the development of such innovative
weaponry as the high-energy laser and the particle-beam weapon.
— E. Anthony Fessler, 1979

N-DEWs offer repressive regimes significant benefits. Such regimes gain the ability to control
crowds quickly, effectively, and at a distance. Repressive governments can use N-DEWSs as tools
of torture, which leave no physical evidence of their use. The technological simplicity of these



weapons and their improved efficiency over traditional non-lethal weapons will ensure that
oppressive regimes will desire and attempt to acquire them.

Figure 2: How N-DEW Abuse Rolls Back Democracy
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States can use N-DEWSs to achieve virtually complete crowd control. The ADS triggers a
person’s automatic flight response, forcing those targeted to flee its beam involuntarily.” ADS
units mounted on rooftops in Tahrir Square, for example, could have cleared the Arab Spring
protestors in a few minutes.”

To date analyses have focused on the tactical advantage of N-DEWs for the U.S. military.** The
United States will have sole control of these weapons in the near term; however, within a few
decades, N-DEWs will proliferate to less-developed nations, and anti-American and
undemocratic regimes will become highly resilient to domestic unrest.*

Undetected Torture

Current versions of ADS can be mounted on vehicles and aircraft; however, there are no barriers
for further reducing the size of ADS. Miniaturized versions of ADS have already been
developed, and these hand-held, battery-powered devices cause the same pain as the full-scale
version, except that the device must touch the target to induce pain.”® Such mini-ADS’s lack the
abilities of larger systems, but could serve as a tool of torture by repressive regimes. The pain
that the mini-ADS inflicts mimics a hot lightbulb being pressed onto one’s skin, but without
causing burns or other marks. The pain is real, but no physical evidence remains. Human rights
monitors depend on physical evidence to detect torture and alert international organizations.”’ N-
DEWs will allow repressive governments to torture people with minimal risk of detection.

Traditional non-lethal weapons can perform the functions mentioned above, but N-DEWs
perform these functions with much greater efficiency. Rubber bullets, pepper spray, and tear gas

all injure their targets, sometimes mortally. They also require close proximity to be used. N-

5



DEWs operate from a distance and leave no lasting marks. Their ammunition is endless, and they
can only be countered in a few ways, which are unlikely to be available to protestors.?®

States will desire these new and improved weapons of repression, and they will obtain them. The
technological basis for ADS is the same as airport body-scanners, which states already possess.
Companies have already attempted to sell ADS technology to foreign corporations, and currently
sell airport scanners all over the world.”’ Without significant changes to the status quo,
unscrupulous actors will obtain N-DEWs in the near future. In light of their potential for abuse,
the United States cannot ignore N-DEWSs or treat them as simply the latest instrument in the
military’s toolbox. N-DEWs are qualitatively different than their predecessors, and failure to
address that reality will have potentially devastating consequences on democratic movements
around the world.

Benefits of Prompt Action

A new international arms race in [nonlethal weapons] could further burden our military
budget and complicate the battlefield.
— David Koplow, 2006

The United States has adopted policies regulating the deployment of N-DEWSs in foreign
theaters. Memos from the Department of Justice (DOJ) and directives from the Pentagon govern
their usage within the United States and the U.S. Armed Forces. However, failing to enact a
proliferation-control regime will allow these weapons to fall into the hands of foreign powers
hostile to American interests. Refraining from enacting responsible use and nonproliferation
agreements will likely have significant costs for the spread of global democracy, while
proactively establishing standards and limiting the technology’s spread will have long-term
benefits for the United States. The real benefits of DEWs to the U.S. military are relatively
limited, yet the costs of inaction are quite high.

Lack of International Regulation

Some of the potential negative international consequences of N-DEWSs are foreshadowed by the
use of Tasers by police forces in the United States.®’ Since their use became widespread, critics
have argued that Taser-armed police have overused the technology at the expense of verbal de-
escalation techniques.®” A study by the DOJ found that Orlando police were more likely to use
force after receiving Tasers than before their adoption.® This behavior, which has been
documented in many police departments, has provoked concern among watchdogs of the
criminal justice system.”* Although the police in the United States usually handle Tasers (and
their cousins, N-DEWs) responsibly, it is unlikely that security services in repressive states
would follow suit.

Regulations have been promulgated by the DOJ to address the use of Tasers by U.S. police.”
These guidelines show police how to use these weapons in such a way as to minimize subject



injury, at what stage of confrontation their use is appropriate, and what measures (both weapons
and verbal tactics) they can use in lieu of Tasers.”® Similarly the Department of Defense has
enacted regulations to limit where and how the military may use N-DEWs, including safeguards
on ADS systems to prevent operators from firing the weapon indiscriminately or for too long,
and additional training to ensure that operators employ them in appropriate situations.”” The
Pentagon and the DOJ have been proactive in regulating the use of these weapons, but little
regulation exists at the international level.

Benefits of Proactivity

Proactively seeking to establish rules for the proper use of N-DEWs and to limit their
proliferation delivers a “first regulator bonus” and lets Washington continue legitimate DEW
technology research and development.

* First Regulator Bonus. As the first state to propose significant international regulations
for these weapons, the United States should take the lead in authoring relevant
international law. This proactivity would allow Washington to enact a version of
international law that advances American interests, enabling the United States to limit
wider use of N-DEWs, while securing the right to use and develop lethal DEWs.*®

* Preserving lethal DEWs. Lethal DEWs do not pose the same threat to global civil society
as N-DEWs. The United States should continue to develop lethal DEWs to enhance its
own operational capacity. Taking the lead in regulating N-DEWs will allow Washington
to ensure a future for lethal DEWs in the U.S. military, by including provisions
safeguarding the development of these weapons. Failing to act will force Washington to
accept whatever guidelines proposed by foreign nations, potentially curtailing further
American development of these highly useful weapons. Alternatively, Washington may
have to reject nonproliferation agreements concerning N-DEWSs because they threaten the
legitimate use of lethal DEWs in military operations. U.S. withdrawal would cripple the
international regime by removing the support of the world’s only superpower.

In order to secure a “first regulator bonus,” Washington cannot wait for other states to take up
the torch of nonproliferation. Washington’s window of opportunity will disappear, and the
United States then becomes one among many voices in the debate. Under those circumstances,
other nations may force the United States to choose between accepting regulations that undercut
its efforts to develop lethal DEWs, or backing out of the negotiations altogether and allowing N-
DEWs to proliferate. By seizing the initiative, the United States can ensure a privileged place in
international negotiations and write advantageous statutes.”” While N-DEWs have not yet come
to prominence on the international stage, their technological simplicity will facilitate their
spread, and other nations will become concerned about their use within a few years.** If the
United States fails to act, other powerful states may seek to stall regulation, share the technology
with their allies before regulations are enacted, write ineffective regulations, close the door to
future revision, or include provisions hostile to the United States.*' Acting now prevents these
outcomes.



Costs of Delaying

Deferring action out of a desire to preserve American power will only cause greater problems for
the United States in years to come. A rollback of global democracy, even on a limited scale, only
furthers the cause of anti-Western regimes and prevents illiberal regimes from becoming
democratic allies.

* Proliferation makes regulation nearly impossible. Once N-DEWSs proliferate to countries
around the world, opportunities for abuse multiply.*> When scores of states hold a stake
in these weapons, they will become less compliant and may resist attempts to introduce
new international regulations.

* Foreign-made rules interfere with legitimate technology advances. Foreign governments
could take the initiative and advance a regulatory agenda that interferes with legitimate
DEW technology. Weapons without the potential for abuse, like lasers, could be
outlawed by such agreements. By writing these provisions, foreign actors would force the
United States into abandoning the DEW arms-control effort, reducing its scope and force.
This pattern of events has unfolded before, including during the international effort to ban
landmines.

Washington failed to take an early stance against the use of landmines, even after
technological advances rendered those weapons obsolete for decades. With activists
around the world calling for reform, the government of Canada organized and led an
international convention on landmines in 1996. The Ottawa Treaty banning landmines
was signed in 1997, without significant participation or approval by Washington.*’ To
this day, the United States is not a signatory, because the treaty does not include an
exemption for U.S. landmines still in South Korea.** China and Russia also remain
outside the treaty. American proactivity could have resulted in a very different treaty, one
which every major world power could have signed.

The benefits of acting early far outweigh any benefits derived from failing to act. Proactivity
gives the United States the “first regulator bonus” and permits Washington to develop lethal
DEWs, legitimate weapons of war. Accounting for all the costs of delaying, proactivity is the
best course.

Policy Recommendations

The U.S. government’s current approach to lawfare represents tremendous missed
opportunities.
— Orde F. Kittrie, 2016%

The United States, if it adopts a proactive posture, has a variety of available options. Washington
should first seek to limit the proliferation of N-DEWs. It should then regulate N-DEW usage to

8



combat scenarios only, outlawing their use in domestic policing. Finally, Washington should
clarify the role of nonlethal weapons in general, establishing norms for their appropriate use.

Nonproliferation

The United States should strengthen its export-control regime to keep N-DEWs from developing
and anti-American regimes. Repressive governments will desire N-DEWs—their low cost-per-
use and high efficacy make them perfect tools for autocrats. Additionally, more powerful
countries may seek to give N-DEWSs to their client states, propping up allied governments and
solidifying the patron-client relationship. Wealthier states already have the ability to develop this
technology. Failing to act will allow developing states to do the same in quick succession.

* The challenge: No limits on proliferation. No meaningful restrictions on the proliferation
of N-DEWSs currently exist, either in international or domestic law. No comprehensive
statute exists to ban the use, sale, or transfer of N-DEWs. Provisions that might be
applied, like the Convention on Certain Conventional Weapons, are ignored or dismissed
by states due to their reluctance to embrace new regulations, as well as the
incompleteness of the current provisions. The CCW does not specifically consider N-
DEWSs, and many countries are not eager to broaden its scope. In the absence of public
attention, these legal shortcomings will not be addressed, and proliferation will occur on
a large scale.

* Recommendation: Export controls. Keeping N-DEWSs from fragile states could be critical
to preventing a rollback of democracy. Washington should first tightly control the
development of DEWSs to prevent corporate espionage or commercial resale of the
technology to other states. At a minimum, the U.S. government should review and
strengthen the requirements placed upon American corporations, prohibiting them from
selling this technology to foreign countries and corporations.*® The Department of
Defense should consider classifying the sale of ADT to foreign entities as an action that
does not “promote the strategic and foreign policy interests” of the United States,
preventing any American company from selling the ADT to a foreign government or
corporation.?” By preventing proliferation, the United States avoids having to punish later
abuses, saving time and resources. Washington should also provide incentives for great
powers to refrain from giving DEW technology to client states, as those states could
collapse or proliferate the technology to third parties.*®

Appropriate Use

Due to the relative simplicity of N-DEW technology, some foreign countries will acquire N-
DEWSs and the United States will have to respond to their use by those countries. Washington
should establish international standards to limit N-DEW usage to combat only, outlawing their
use for domestic policing, and punishing their abuse.



* The challenge: Enabling use in combat. In combat, these weapons can help militaries
save civilian lives, and concerns about governmental repression abate. Militaries cannot
be expected to prioritize civil rights over their own objectives, and so in combat
situations, the focus shifts to saving lives while accomplishing military goals. The armed
forces ought to employ N-DEWs as the most humane way of achieving their ends. All
that stops N-DEWs from being fielded in combat are fears about proliferation and their
negative impact on civil society. To enable the military to use N-DEWs in combat, the
United States must address the potential for abuse in non-combat scenarios.

* Recommendation: Employ in combat, ban in policing. The United States should prohibit
the use of N-DEWs in policing. These weapons will tempt many countries to use them
for crowd control. But the use of N-DEWSs to end domestic protest will only entrench
illiberal governments. For all the reasons discussed above, public protest would become
impossible without the government’s consent, and the state would acquire the ability to
scatter protestors at will. States already have the ability to use lethal force against
protestors and refrain from doing so out of fear of backlash. The introduction of N-DEWs
reduces the cost of repression, allowing states to more easily prevent displays of public
discontent. The risk to global civil society outweighs any utility these weapons might
have. The United States should seek an international ban on the use of N-DEWs for
domestic policing.

As part of this undertaking, the United States must be willing to punish states that obtain
and abuse the technology, in partnership with our international allies.* Smaller states will
be deterred from developing these weapons if the great powers demonstrate their
willingness to punish abuse. Sanctions and other diplomatic penalties should dissuade
most countries from developing and abusing N-DEW technology. Establishing N-DEWs
as weapons of war, not policing tools, will prevent abuse by repressive regimes.

The United States can preserve its own military capability and protect global civil society at the
same time. By creating an export-control regime and establishing standards against N-DEW use
in policing, Washington can allow the legitimate use of these weapons in war, while preventing
their abuse by repressive regimes.

Conclusion

A little rebellion now and then is a good thing.
— Thomas Jefferson, 1787

The twentieth century saw the development of nonlethal weapons that could be mass-produced.
Tear gas and rubber bullets led to Tasers at the turn of the new century. ADT is the most recent,
most effective manifestation of the nonlethal weapons trend. As with Tasers, measuring the
success of the newest nonlethal weapon in terms of “lives saved” is deeply problematic. Police
became less likely to kill suspects if they used a Taser, but they also became more likely to use
force. Lethality decreased while the use of force increased. If the United States does not guard
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against the proliferation and misuse of systems like ADT, the same pattern may be seen at the
international level.

Nonlethal weapons are not the deus ex machina they may appear to be at first sight. Their use
has serious consequences for human rights and the spread of democracy. The loose restrictions
surrounding their use help create an environment where their deployment is not questioned.
Creating norms limiting the use of nonlethal weapons, even when directed-energy is not a
component, will help to realign states’ attitudes over time. Nonlethal weapons of all varieties
pose serious issues, and a culture of careful consideration concerning their use should be
promoted by the United States.

DEWSs have the potential to change how militaries fight wars and how governments keep the
peace. N-DEWs will fundamentally alter the nature of policing, permitting effective crowd
control from a distance with no lasting damage to the victims. Such power in the hands of
repressive regimes constitutes a threat to democratic movements around the world, particularly
when that threat is so easy to acquire. The United States can avert this looming danger to global
civil society and lead the international effort to regulate N-DEWs. Early action will allow
Washington to both enact rules favorable to itself and protect the right of people all across the
globe to petition and protest. If democracy is valued, it is worth protecting.
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