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OBJECTIVES

The primary objective of this Disaster Recovery Plan is to help ensure the continued
operation of the College by providing the ability to successfully recover computer services
in the event of a disaster.

Specific goals of the Plan relative to an emergency include:
1) To detail the correct course of action to follow,
2) To minimize confusion, errors, and expense to the University, and
3) To effect a quick and complete recovery of services.

Secondary objectives of this Plan are:
1) To reduce risks of loss of services,

2) To provide ongoing protection of company assets, and
3) To ensure the continued viability of this Plan.

OVERVIEW

This Disaster Recovery Plan is a comprehensive document containing the necessary
instruction, policies, organization, and information required for the University to be
prepared for an emergency that would affect our computer services. The Plan consists of
seven major sections.

Section 1 -- Emergency Response Team

Section 2 -- Emergency Control Center

Section 3 -- Critical Applications

Section 4 -- Contingency Site

Section 5 -- Recovery Procedures for a Major Disaster
Section 6 -- General Procedures for Potential Interruptions
Section 7 — Backup Policies

Section 8 -- Testing and Maintenance of the Plan

The following is a brief description of each of the seven sections of the Plan:

SECTION 1 - THE EMERGENCY RESPONSE TEAM

Described in this section is the organization responsible for constructing and maintaining
the Disaster Recovery Plan, for managing the disaster recovery activities, and for the

continued viability of the Plan.

SECTION 2 - THE EMERGENCY CONTROL CENTER
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This section includes a detailed description of the facilities to be used for managing and
coordinating activities in the event of a major disaster.

SECTION 3 - CRITICAL APPLICATIONS

Included here is a table illustrating the College’s critical applications and the current
administrative liaison assigned to support them.

SECTION 4 - CONTINGENCY SITE

The contingency site is detailed. This section includes a description of the facilities provided and
all requirements associated with the use of the site.

SECTION 5 - RECOVERY PROCEDURES FOR A MAJOR DISASTER

Instructions and procedures to be followed in the event of a major disaster are described in this
section. Included are activation of emergency procedures, establishment of computer operations at
the contingency site, and subsequent restoration of normal operations

SECTION 6 -.GENERAL PROCEDURES FOR POTENTIAL INTERRUPTIONS
Potential, non-major interruptions of service are described and general instructions for
handling each type of interruption are provided. Typical interruptions include fire, power
outage, and telecommunications failure.

SECTION 7 - BACKUP POLICIES

Included in this section are policies defining how and when mission critical information is backed
up and how to recover it in the case of a major disaster.

SECTION 8 - TESTING AND MAINTENANCE OF THE PLAN

This section contains the policies and procedures needed to ensure that the Plan remains viable as
the business environment evolves.
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