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Vulnerable states, defined as states unable or unwilling to crack down on cyber crime within 

their borders, threaten U.S. cybersecurity. Current U.S. policy offers technology transfers to like-

minded states to secure their cyber networks, without requiring these states to make 

cybersecurity a domestic policy priority. This brief proposes a voluntary, private-sector based 

cybersecurity grading system paired with security incentives administered through NATO to 

encourage improvements in cybersecurity. Participating states will be awarded grades based on 

the quality of their cybersecurity infrastructure. Incentives will increase incrementally with each 

security grade attained and include access to: (1) law enforcement training programs; (2) NATO 

cyber rapid reaction teams; (3) limited technology transfer; and (4) intelligence sharing. The 

proposed framework would initially apply to NATO members and would later be expanded to 

select non-member states. The grades framework and incentives will act as a short- to medium-

term incentive for the rapid development of international cybersecurity standards and reduce 

long-term costs for the United States. 

 

 

Strategic Importance of Cybersecurity 

 

Increasing government, military, and industry reliance on the cyber domain has incentivized 

cyber crime and heightened the cost of internet disruptions. In 2010, cyber attacks rose 93% 

worldwide with approximately 55,000 pieces of malware introduced daily.
1
 In 2011, U.S. 

authorities shut down a cyber botnet that stole $97 million and hijacked over 2 million 

computers, the majority of which were located in the United States.
2
 The frequency and 

sophistication of cyber attacks will continue to rise as access to computers increases worldwide.
3
 

 

 

Dangers of U.S. Cyber Insecurity 

 

In 2010, the U.S. Computer Emergency Readiness Team (US-CERT) received 41,776 

reports of malicious cyber incidents in federal networks, an increase of 39% since 2009.
4
 

Cyber attacks can threaten U.S. military operations, national critical infrastructure, 

information security, and economic competitiveness through: 
 

 Military Network Vulnerability:  From November 2008 to April 2009, the Pentagon 

spent approximately $100 million repairing damage from and addressing the 
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repercussions of cyber attacks.
5
 Unauthorized users probe Department of Defense 

networks about 250,000 times every hour and over 6 million times per day.
6
  

 

 National Critical Infrastructure Vulnerability: The U.S. Cyber Command only 

protects .mil domains, leaving the largely civilian-owned national critical 

infrastructure more vulnerable to attack. McAfee estimates that a major cyber crime 

attack would cost each company in the oil and gas sector approximately $8.4 million 

per day.
7
 Deputy Defense Secretary William J. Lynn stated: “It is possible to imagine 

attacks on military networks or on critical infrastructure like the transportation system 

and energy sector that cause severe economic damage, physical destruction or even 

loss of life.”
8
 

 

 Cost of Intellectual Property Theft:  McAfee estimates that intellectual property and 

proprietary information theft costs approximately $1 trillion annually.
9
 The FBI stated 

that the cost to the United States equals about $400 billion every year.
10

 Cyber 

criminals disproportionately target the United States. For example, Operation Shady 

RAT compromised the networks of over 71 organizations, two-thirds of which were 

in the United States.
11

 A study released in 2010 by the Ponemon Institute estimated 

that each victim organization bears a median yearly cost between $1 million and $52 

million as a result of cyber crime.
12

 

 

 

Cyber Threats from Vulnerable States 

 

Vulnerable states such as Romania, Bulgaria, and Slovenia are less willing and able to 

devote significant government resources to locating and extraditing cyber criminals and 

dismantling organized cyber crime groups, allowing these groups to threaten U.S. 

cybersecurity. A 2011 National Security Council report stated that “through cyber crime, 

transnational criminal organizations pose a significant threat to financial and trust 

systems…on which the world economy depends.”
13

 For example, through online fraud, 

cyber crime groups based in Central and Eastern Europe have cost U.S. citizens and 

organizations an estimated $1 billion annually.
14

 Attacks by these groups have increased in 

frequency and number in the last five years.
15

 Cyber criminals operating in vulnerable states 

threaten U.S. cybersecurity through:  
 

 Asymmetric Cyber Attacks: Criminal organizations operating within these states are 

capable of threatening critical infrastructure, defense networks, and large corporations 

in the United States and globally. Because the technology needed for cyber weapons 

is cheap and easily accessible, criminal groups and hacktivists are able to conduct 

sophisticated and dangerous cyber operations.
16

 For example, between 2007 and 

2011, a cyber crime gang based in Estonia hijacked approximately four million 

computers in over 100 countries and stole approximately $14 million. U.S. businesses 

and government agencies, including NASA, and over a half-million private citizens 

were among their targets.
17

 

 

 Connection to Drug Trafficking and Terrorism: A July 2011 White House report 

stated that “virtually every transnational criminal organization and its enterprises are 
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connected and enabled by information systems technologies, making cyber crime a 

substantially more important concern.”
18

 Terrorist groups use these illegal markets to 

finance operations.
19

 For example, Al-Qaeda and Hezbollah actively recruit and train 

computer specialists or hire preexisting groups to facilitate their cyber operations.
20

  

 

 

Barriers to Effective Cyber Domain Defense 

 

Vulnerable states are less able to independently implement necessary cybersecurity 

standards because of the high cost of cyber defense and declining defense budgets. 
 

 Cost of Cyber Defense: The cost of developing secure cyber networks can quickly 

overwhelm the budgets of vulnerable states. For instance, the Department of 

Homeland Security requested $233.6 million in order to deploy one cyber program, 

EINSTEIN 3, and coordinate threat notification among federal networks.
21

 Over the 

next four years, the United States will allocate $10.5 billion annually to information 

security programs.
22

 
 

 Declining Defense Budgets: Defense budgets are expected to decline as a result of 

austerity measures throughout Europe, including those of Bulgaria, Romania, 

Slovenia, the Czech Republic, Belgium, and Latvia. For example: 
 

- Slovenia cut its defense budget by 20% from 2010 to 2011 and plans to cut 

another 7% in 2012.
23

  
 

- Romania’s defense budget is projected to decrease 30% between 2012 and 2015.
24

 

 

 

Weaknesses of Current U.S. Cybersecurity Policy  

 

U.S. policy now focuses on denial, awareness, and technology transfers to like-minded states. 

Elements of these approaches are valuable components of a comprehensive cybersecurity policy, 

but are insufficient to address the threat of cyber crime in vulnerable states. 

 

 

Denial: Deterring Cyber Attacks through Passive Defense 

 

DARPA, USCYBERCOM, and Pentagon officials plan to accelerate the development of 

technology for the defense of U.S. military and government networks through R&D 

programs. DARPA expects a 73% increase in cyber research funding in 2012, from $120 

million to $208 million.
25

 The White House appropriated $6 billion to strengthen its 

networks against cyber attack in 2008.
26

 
 

 Strength: A significant investment in domestic cyber defense technology will 

decrease the probability of a successful cyber attack. Current initiatives include 

developing more Information Sharing and Analysis Centers (ISACs), which collect 

and disseminate real-time data to government networks and businesses.
27

 This 
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strategy will assist network analysts to detect and respond to cyber attacks before they 

can infiltrate secure networks or damage infrastructure. 
 

 Weakness: The hardware and software necessary to instigate a cyber attack is 

inexpensive and easily accessible. Malicious code is much simpler to write than 

defense software—for instance, some defense software requires 10 million lines of 

code, versus approximately 125 lines for malware.
28

  The cost of repeated network 

intrusion or infection attempts is low, and new malware can be developed much more 

quickly than additional network defenses. Therefore, exclusively investing in denial 

capability in U.S. networks will not hamper the operation of foreign cyber crime 

groups and their ability to penetrate the best network defenses. Former Deputy 

Secretary of Defense William Lynn warned that “a fortress mentality will not work” 

and will leave U.S. networks vulnerable to determined criminal or hacktivist groups.
29

 

 

 

Awareness Campaigns 

 

The U.S. government is currently investing in cybersecurity awareness plans, especially for 

government employees, individuals working with national critical infrastructure, and 

financial sector employees.
30

 These plans include programs designed to educate individual 

users on the importance of installing updates, safeguarding passwords, and following 

security protocols. 
 

 Strength:  85% of the threat to U.S. cybersecurity networks can be eliminated with 

proper cyber hygiene, personal strategies by which individual users can improve their 

computers’ security.
31

 
 

 Weakness:  While awareness can reduce basic network vulnerabilities, corporations, 

government employees operating with .gov domains, and ordinary citizens will not 

receive timely notification of cyber threats. Organized, determined hackers will still 

be able to penetrate many networks’ security software.  

 

 

Guaranteed Technology Transfers to Like-Minded States 

 

Recognizing the cyber threat from vulnerable states, the White House proposed 

unconditional capacity building for U.S. allies to improve network interoperability, response 

time, and resilience. This plan includes limited technology transfers, information exchange, 

and clarifying standard operating procedures between states.
32

 Similarly, the Cybersecurity 

Act of 2012 (S. 2105) proposes prioritizing foreign aid to states planning to allocate that aid 

for cybersecurity development.
33

 
 

 Strength:  U.S. allies will be significantly better equipped to confront emerging cyber 

challenges. Response times to attacks will decrease as a result of regular cooperation 

between allies and interoperable network systems. 
 

 Weakness:  Offering unconditional technology transfers and network assistance does 

not encourage our allies to make cybersecurity a budgetary priority. Global austerity 
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measures threaten governments’ defense budgets, and states that know they can rely 

on U.S. technology transfers will likely not invest as much in domestic R&D, cyber 

specialist training, or policy reform. A policy of guaranteed technology transfer will 

reduce global innovation and result in a larger budgetary burden for the United States. 

Similarly, the Cybersecurity Act of 2012 does not require states to make their own 

advancements in order to receive aid. Instead, they must simply express their 

intention to use the money for cyber capacity building.
34

 Furthermore, hackers and 

organized criminal groups from any state can threaten U.S. networks. Therefore, 

cooperating with only the closest U.S. allies leaves networks open to a range of 

threats from other states. 
 

Components of the above policies are necessary for a successful comprehensive 

cybersecurity strategy. However, they fail to account for declining defense budgets and the 

lack of independent cyber innovation programs among vulnerable states. An international 

framework that encourages states to rapidly upgrade their cybersecurity capability and law 

enforcement is a critical step in securing U.S. networks against cyber crime. 

 
 

International Cyber Grade Framework 
 

To encourage vulnerable states to make cybersecurity a priority, this brief proposes the creation 

of an international Cyber Grade Framework (CGF) paired with security incentives. 

 

 

Targeted States 

 

The primary purpose of this policy is to facilitate the implementation of rigorous 

cybersecurity standards in order to hinder the operation of cyber crime and hacktivist 

groups. It targets vulnerable states that desire to reduce cyber crime within their borders but 

are unwilling or unable to earmark sufficient government funds to do so. The CGF should 

apply primarily to vulnerable states, particularly those with a GDP of at least $10 billion. 

States that meet this budgetary guideline should have the capability to implement functional 

cybersecurity standards with the assistance of the international community.  
 

 Initial Region – Eastern Europe: The initial stage of the policy will primarily target 

Eastern European NATO-member states. Eastern Europe is a known base for 

numerous cyber crime groups, which frequently target the U.S. financial sector.
35

 In 

the past, the United States and NATO have successfully cooperated with Eastern 

European states primarily on short-term law enforcement operations to combat cyber 

crime. This collaboration establishes a promising precedent for more substantial long-

term cooperation. 
 

 Future Policy Expansion – Central Asia, Africa and the Middle East: Once the CGF 

has been tested with NATO members, it will be expanded to target regions outside of 

Eastern Europe, namely Central Asia, Africa, and the Middle East. Combating illegal 

cyber activity in these regions will significantly hinder the ability of money 

launderers, drug traffickers, and terrorists to operate.
36

 NATO/U.S. relations with 
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these states are more sensitive than in Eastern Europe, but previous successful 

cooperation indicates the potential for a constructive relationship to combat 

transnational cyber crime.
37

 
  

 Exclusion of Russia and China: Russia and China, which are suspected of 

cooperating with transnational groups to launch cyber attacks, would not be invited to 

participate in the proposed framework. This policy aims to assist vulnerable states 

that wish to cooperate closely with NATO and the United States and contribute to a 

more secure international cyber domain. 

 

 

Baseline Assistance 

 

States that do not participate in the CGF remain a threat to U.S. national security. To 

address this threat, NATO will: 

 

 Provide a Complementary Network Vulnerability Assessment: A team of independent 

cyber analysts will complete a complementary assessment of the state’s network 

vulnerability and the cost of intellectual property theft to the national economy.  
 

 Allow Limited Access to Cybersecurity Conferences: NATO may also allow limited 

access to CGF cybersecurity conferences in order to encourage the state to opt into 

the voluntary international regulations. 
 

 Emphasize Compliance with Cybersecurity Norms: Through diplomatic channels, the 

United States will emphasize that “cyber crime originating in or occurring within 

their jurisdiction is a serious crime with international implications,” and they need to 

develop their legal systems to prosecute these crimes.
38

 

 

 

Private Sector Framework 

 

The CGF is based on a private-sector incentive model designed to encourage companies to 

implement cybersecurity standards without government mandates.
39

 This model is the best 

approach to encourage higher cybersecurity standards in the absence of compulsory 

international cybersecurity standards. States will voluntarily adopt a grade’s requirements in 

order to receive the associated incentives, encouraging them to make cybersecurity a 

priority. Simultaneously, this policy will strengthen participating states’ ties with the 

international community, creating a more secure global network. 

 

 

Grade One: The purpose of this grade is to foster cyber technology innovation to encourage 

rapid progress towards secure networks.  
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Requirements 
 

 Increase cybersecurity R&D budget by 10% from the amount allocated in the year of 

accession to the CGF.  
 

- For a period of five years after achieving grade 1, the state must keep the cyber 

R&D budget at the required level, correcting for inflation. 
 

- Through increased R&D budget allocations, states will be capable of promoting 

independent domestic innovation. Additionally, they have the option of 

cooperating with existing research programs at the Cooperative Cyber Defence 

Center of Excellence (CCDCoE) in Estonia.
40

 

 

Incentives 

 

 Allow admittance to CGF international cybersecurity conferences. 

 

 Implement cyber law enforcement training programs and provide international teams 

to assist in capacity building for law enforcement personnel.  

 

 

Grade Two: The purpose of this grade is to facilitate intelligence sharing and install basic 

law enforcement/extradition standards to allow international cybersecurity cooperation.  

 

Requirements 
 

 Ensure compliance with CGF’s security breach notification regulations. 
 

- CGF members are required to disclose information regarding criminal 

organizations that may threaten other member states in the CGF information 

clearinghouse, a new international body that will facilitate the exchange of 

information between states (see below).
41

  
 

- Members must implement a domestic framework within the government, to which 

corporations and individuals can report network breaches and cyber attacks. 

 

 Implement minimum extradition guidelines. 
  
- Extradition standards are governed by Article 24 of the Budapest Convention on 

Cybercrime. States meet the standard by ratifying the treaty and adhering to its 

cybercriminal extradition guidelines.
42

 
 

- Officials appointed under the G-8 24/7 Cyber Crime Network will act as points of 

contact for intelligence exchange and extradition issues.
43

 States that have not 

established a designated official will be required to do so. 
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Incentives 
 

 Provide rapid reaction cyber teams following a cyber incident involving critical 

infrastructure to rebuild network defenses and improve resiliency.
44

  
 

 Facilitate intelligence sharing between member states. 
 

- CGF will establish a clearinghouse for information on emerging cyber threats. 

Pertinent threat information will be transferred to states achieving Grade 2. 
 

- If information pertaining to a lower-grade state is received, the information may 

be shared at the discretion of the CGF clearinghouse and with the permission of 

the informing state.  

 

 Supply limited technology transfers. 
 

- Technology transfers from the United States associated with this framework will 

be governed by the Department of Defense Technology Disclosure Policy.
45

 

 

 

Grade Three: The purpose of this grade is to facilitate high-level cooperation between 

cyber law enforcement teams and military units to increase network resiliency and reduce 

incident response time. 

 

Requirements 
 

 Create a cybersecurity branch of law enforcement that is compliant with CGF 

standards. To achieve compliance, member states must have: 
 

- A national Computer Emergency Readiness Team, which can manage several 

domestic cyber threat databases and work with international teams in attribution 

operations; 
 

- A public notification system to inform non-government organizations of emerging 

cyber threats; 
 

- A database and notification system for authorized government employees to 

defend government networks and improve response time to cyber threats.
46

 
 

 Engage in joint training of personnel with grade 3 states in order to increase the 

efficiency of inter-state operations and communication. Re-training for international 

network coordination personnel must occur every three years. 
 

Incentives 
 

 Participate in joint military operations with the United States and other grade 3 states. 

Exercises will focus on solidifying protocols for incident response and lessening the 

time necessary to restore network functionality following a variety of attacks. 
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 Expanded access to NATO rapid reaction cyber teams for a wider range of threats, 

including the cases of a denial of service cyber incident or information theft from 

government networks.  
 

 

CGF Oversight and Compliance 

 

NATO will administer the cybersecurity private-sector framework through a compliance 

organization modeled after the IAEA. This model was selected because of its applicability 

to a sensitive industry critical to national security. The organization will ensure compliance 

with enumerated standards. 
 

 Structure: Within NATO, the CGF will be semi-autonomous, but it will report to 

NATO’s North Atlantic Council. It will also act as a clearinghouse for cybersecurity 

information and coordinate with NATO’s Cooperative Cyber Defence Centre of 

Excellence in Estonia for research and development.
47

 
 

 Main Administrative Bodies: Two primary administrative bodies will design and 

execute policy for the organization:  
 

1) General Conference: The General Conference is composed of CGF member 

states. Once a state opts into the first cybersecurity grade, it receives one vote 

in the General Conference. This body will meet annually to approve measures 

recommended by the Board of Governors. Additionally, it will perform bi-

annual audits of member states’ security standards and report the findings to 

the Board of Governors for review. States may request that teams inspecting its 

facilities be accompanied by state representatives. 
 

2) Board of Governors:  The Board of Governors will be composed of NATO 

Grade 3 states only. It will present policy and budget recommendations to the 

General Conference. It will be responsible for state suspensions and statute 

amendments and will meet five times per year to guide the General 

Conference.
48

 
 

 Member Accession Process: States intending to join the oversight organization must 

meet the following requirements: 
 

1) Applicant state achieves one of the three cybersecurity grades as defined by 

the aforementioned regulations and verified by the General Conference. 
  

2) NATO’s North Atlantic Council approves the application with a 2/3 majority. 
 

3) General Conference approves the application with a 2/3 majority. 
 

 Cost of Membership: States will be required to pay low dues for membership in the 

CGF in order to cover approximately one-half of the organization’s costs. NATO will 

pay the remaining costs, which will be significantly less expensive than the cost of 

the free technology transfers, rapid reaction teams, and legal training currently in 

place. 
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Strengths of the Proposed Cybersecurity Framework Policy 

 

The CGF uses incentives to foster greater cybersecurity capability and provides the 

following benefits: 
 

 Cost Effectiveness: Rather than providing free technology transfer to numerous states 

in order to update their cybersecurity systems, this policy requires states to make 

cybersecurity a domestic budget priority. Many of the costs of research and 

installation will be borne by participating states, while NATO will provide the 

expertise necessary to ensure the most effective practices and infrastructure are used. 
 

 Promotes International Innovation: States will invest in their own R&D projects, 

prompting global innovation. The United States and other key cyber powers will not 

be alone in developing new technologies and methods, allowing for a more versatile, 

resilient global cybersecurity network. 
 

 Solidifies International Cybersecurity Norms: Currently international cybersecurity 

norms regarding cyber criminals and hacktivists are absent or vague. Implementing 

this framework will clarify and bolster these norms, allowing NATO to hold states to 

an international standard and encourage more international cooperation on issues 

pertaining to cyber crime. 
 

 Increases Network Communication Speed: In order to reach the highest cybersecurity 

grade, states must participate in joint training to facilitate intelligence sharing, early 

warning systems, and joint cyber operations. Joint personnel training will decrease 

response time and increase resilience of all member states’ networks. 
 

Possible Objections to the Proposal 

 

 Objection: States will not to opt into the CGF because they fear U.S. interference in 

their networks. 
 

Response: The two-stage policy is designed to reassure non-NATO members that the 

CGF can be implemented without U.S. interference in sensitive network technology. 

Additionally, Eastern European states have successfully cooperated with the United 

States and NATO, yielding positive results.  
 

- Estonia: Following the 2007 Denial of Service attacks, which disrupted the 

Estonian financial sector networks, Estonia invited the United States to assist with 

damage control and rehabilitation of the networks. Since 2007, Estonia and the 

United States have worked with NATO to establish the Cooperative Cyber 

Defense Centre of Excellence (CCD COE) to promote cyber technology R&D.  
 

-  Slovenia: From 2007 to 2011, the FBI worked with the Slovenian Cyber 

Emergency Readiness Team (SI-CERT) to take down an international botnet, 

which threatened the networks of several countries. The criminals operating the 

botnet were identified and convicted because of cooperation between the two 

agencies.
49
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 Objection:  The United States will not allow CGF teams to inspect its cybersecurity 

structures to ensure compliance with CGF regulations. 
 

Response:  International compliance teams have been used previously in highly 

sensitive military sectors, such as nuclear weaponry. For example, in 1967 the United 

States agreed to “permit the International Atomic Energy Agency to apply its 

safeguards to all nuclear activities in the United States–excluding only those with 

direct national security significance.”
50

 Inspection teams will always be accompanied 

by representatives of the member state if requested.
51

 Furthermore, the CGF 

inspection teams will not need access to sensitive cyber technology. Rather, teams 

will perform detailed inspections of law enforcement agencies, general budgets, and 

extradition records.  

 

 Objection: The United States and NATO will be reluctant to provide technology 

transfers to states developing cyber capabilities. 
 

Response: Current U.S. and NATO policies provide technology transfers to states 

developing their cybersecurity capabilities. This proposal differs from precedent only 

in that the United States and NATO will not be providing technology transfers freely 

but rather as an incentive to reward compliance with the voluntary regulations. 

Currently, NATO-verified Centers of Excellence develop and transfer technology to 

member states. Additionally, the DoD Defense Technology Security Administration 

approves approximately 30,000 export licenses annually for controlled hardware and 

technology.
52

 
 
 

Conclusion 

 

Cybersecurity is vital to preserving stability in the financial sector, military readiness, and 

critical infrastructure. States must rapidly advance their cybersecurity capabilities to keep pace 

with growing challenges. Most states are currently at dramatically different levels of cyber 

capability, impeding their ability to communicate and participate in joint operations.  

 

The CGF will encourage states to prioritize cybersecurity in their budgets and meet voluntary 

regulations to receive security incentives. This proposal will foster innovation and facilitate the 

transition to a higher level of cybersecurity, cooperation, and law enforcement capability. The 

advancements from the CGF will create more secure global networks, capable of confronting a 

critical 21
st
 century threat. 
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